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A.1.34. USE OF RURAL AREA SMALL BUSINESSES (1852.219-74) (SEP 1990)

(a) Definitions.

"Rural area” means any county with a population of fewer than twenty thousang

"Small business concern,” as used in this clause, means a concern, including its
owned and operated, not dominant in the field of operation in which it is bidding under t|
business under the criteria and size standards in 13 CFR 121.

individuals.

affiliates, that is independently
his contract, and qualified as a small

(b) NASA prime and subcontractors are encouraged to use their best efforts to award subcontracts to small business

concerns located in rural areas.

(c) Contractors acting in good faith may rely on written representations by their
as small business concerns located in rural areas.

subcontractors regarding their status

(d) The Contractor agrees to insert the provisions of this clause, including this paragraph (d), in all subcontracts

hereunder that offer subcontracting possibilities.

(End of clause)

A.1.35. NASA 8 PERCENT GOAL (1852.219-76) (JUL 1997)

(a) Definitions.
"Historically Black Colleges or University", as used in this clause means an institution d

termined by the Secretary of

Education to meet the requirements of 34 CFR Section 608.2. The term also includes any nonprofit research institution that

was an integral part of such a college or university before November 14, 1986.

"Minority institutions", as used in this clause, means an institution of higher education mgeting the requirements of section
1046(3) of the Higher Education Act of 1965 (20 U.S.C. 1135d-5(3)) which for the purpgses of this clause includes a
Hispanic-serving institution of higher education as defined in section 316(b)(1) of the Act (20 U.S.C. 1059¢c(b)(1)).

"Small disadvantaged business concern”, as used in this clause, means a small business cpncern that (1) is at least 51 percent
unconditionally owned by one or more individuals who are both socially and economically disadvantaged, or a publicly
owned business having at least 51 percent of its stock unconditionally owned by one or more socially and economically

disadvantaged individuals, and (2) has its management and daily business controlled by
term also means a small business concern that is at least 51 percent uriconditionally owng

ne or more such individuals. This
d by an economically disadvantaged

Indian tribe or Native Hawaiian Organization, or a publicly owned business having at least 51 percent of its stock

unconditionally owned by one or more of these entities, which has its management and d
of an economically disadvantaged Indian tribe or Native Hawaiian Organization, and wh

CFR 124.
"Women-owned small business concern", as used in this clause, means a small business ¢

percent owned by one or more women or, in the case of any publicly owned business, at
which is owned by one or more women, and (2) whose management and daily business o]
more women.

(b) The NASA Administrator is required by statute to establish annua]
business concerns, Historically Black Colleges and Universities, minority institutions, an
concerns, at least 8 percent of NASA's procurement dollars under prime contracts or subd

authorized programs, including the space station by the time operational status is obtainegl.

(c) The contractor hereby agrees to assist NASA in achieving this goal by using its best ¢
entities to the fullest extent consistent with efficient contract performance.

(d) Contractors acting in good faith may rely on written representations by their subcontr:
disadvantaged business concerns, Historically Black Colleges and Universities, minority
small business concerns.

(End of clausé)
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A.1.36. RESERVED
A.1.37. RESERVED
A.1.38. RESERVED

A.1.39. SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION T
(1852.204-76) (NOV 2004) DEVIATION

(a) The Contractor shall be responsible for information and information technology (IT)
Contractor or its subcontractors must obtain physical or electronic (i.e., authentication le
in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-¢
Authentication Guideline) access to NASA's computer systems, networks, or IT infrastry
categorized as low, moderate, or high by the Federal Information Processing Standards (

Security Categorization of Federal Information and Information Systems, is stored, genef

NASA or on behalf of NASA by a contractor or subcontractor, regardless of whether the
NASA or a contractor/subcontractor’s information system.
(b) IT Security Requirements.

ECHNOLOGY RESOURCES

security when the

vel 2 and above as defined
53, Electronic

cture, or where information
FIPS) 199, Standards for
ated, or exchanged by
information resides on a

(1) Within 30 days after contract award, a Contractor shall submit to the Contractin

Officer for NASA

approval an IT Security Plan, Risk Assessment, and FIPS 199, Standards for Security Cagegorization of Federal

Information and Information Systems, Assessment. These plans and assessments, including annual updates shall be

incorporated into the contract as compliance documents.

(i) The IT system security plan shall be prepared consistent, in form and content,

ith NIST SP 800-18,

Guide for Developing Security Plans for Federal Information Systems, and any additions/augmentations described

in NASA Procedural Requirements (NPR) 2810, Security of Information Technology.
identify and document appropriate IT security controls consistent with the sensitivity of
requirements of Federal Information Processing Standards (FIPS) 200, Recommended S¢
Information Systems. The plan shall be reviewed and updated in accordance with NIST
Assessment Guide for Information Technology Systems, and FIPS 200, on a yearly basi

(ii) The risk assessment shall be prepared consistent, in form and content, with
Management Guide for Information Technology Systems, and any additions/augmentatid
The risk assessment shall be updated on a yearly basis.

(iii) The FIPS 199 assessment shall identify all information types as well as the
defined in FIPS 199, of the processed, stored, or transmitted mformatﬂon necessary to ful
requirements.

(2) The Contractor shall produce contingency plans consistent, in form and content,
Contingency Planning Guide for Information Technology Systems, and any additions/auj
NPR 2810. The Contractor shall perform yearly “Classroom Exercises.” “Functional Ex
coordinated with the Center CIOs and be conducted once every three years, with the first
two years of contract award. These exercises are defined and dcscribt;,d in NIST SP 800+

(3) The Contractor shall ensure coordination of its incident rcspomse team with the N
Center and the NASA Security Operations Center.

(4) The Contractor shall ensure that its employees, in performancd of the contract, red
training in NASA IT Security policies, procedures, computer ethics, and best practices in|

e security plan shall

e information and the
curity Controls for Federal
SP 800-26, Security Self-

I\jIST SP 800-30, Risk

ns described in NPR 2810.

“high water mark,” as
fill the contractual

with NIST SP 800-34,
pmentations described in

ercises,” shall be
conducted within the first
B4.

ASA Incident Response

eive annual IT security
accordance with NPR

2810 requirements. The Contractor may use web-based training available from NASA tg
(5) The Contractor shall provide NASA, including the NASA Office of Inspector Ge!

meet this requirement.
eral, access to the

Contractor’s and subcontractors’ facilities, installations, operations, documentation, databases, and personnel used in
performance of the contract. Access shall be provided to the extent required to carry out IT security inspection,
investigation, and/or audits to safeguard against threats and hazards to the integrity, availpbility, and confidentiality

of NASA information or to the function of computer systems operated on behalf of NAS
of computer crime. To facilitate mandatory reviews, the Contractor shall ensure appropr]
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of NASA information, stored and/or processed, either by information systems in direct s
are incidental to the contract.

(6) The Contractor shall ensure that all individuals who perform tasks as a system ad
authority to perform tasks normally performed by a system administrator, demonstrate ki
those tasks. Knowledge is demonstrated through the NASA System Administrator Secur
A system administrator is one who provides IT services, network services, files storage,
someone else other than themselves and takes or assumes the responsibility for the secur]
controls of that service. Within 30 days after contract award, the Contractor shall provi

upport of the contract or that

Iministrator, or have
nowledge appropriate to
ity Certification Program.
and/or web services, to
ity and administrative

to the Contracting Officer

a list of all system administrator positions and personnel filling those positions, along with a schedule that ensures
certification of all personnel within 90 days after contract award. Additionally, the Contractor should report all
personnel changes which impact system administrator positions within 5 days of the per: onnel change and ensure
these individuals obtain System Administrator certification within 90 days after the change.

(7) When the Contractor is located at a NASA Center or installation or is using NAS
Contractor shall --
(i) Submit requests for non-NASA provided external Internet connections to the
approval by the Network Security Configuration Control Board (NSCCB);
(ii) Comply with the NASA CIO metrics including patch management, operatiry
configuration guidelines, vulnerability scanning, incident reporting, system administrato;
training; and

A IP address space, the
Contracting Officer for

g systems and application
- certification, and security

(iii) Utilize the NASA Public Key Infrastructure (PKI) for all encrypted communication or non-repudiation

requirements within NASA when secure email capability is required.
(c) Physical and Logical Access Requirements.

(1) Contractor personnel requiring access to IT systems operated by the Contractor for NASA or interconnected

to a NASA network shall be screened at an appropriate level in accordance with NPR 28
1600.1, NASA Security Program Procedural Requirements. NASA shall provide screen;
highest risk level, of the IT systems and information accessed, using, as a minimum, Nat
Inquiries (NACT). The Contractor shall submit the required forms to the NASA Center G
within fourteen (14) days after contract award or assignment of an individual to a positio
forms may be obtained from the CCS. At the option of NASA, interim access may be
of the required investigation and final access determination. For Contractors who will r
installation, the security screening required for all required access (e.g., installation, faci
consolidated to ensure only one investigation is conducted based on the highest risk leve

10 and Chapter 4, NPR
ing, appropriate to the
jonal Agency Check with
hief of Security (CCS)

n requiring screening. The

side on a NASA Center or
ity, IT, information, etc.) is
. Contractors not residing

g%anted pending completion

on a NASA installation will be screened based on their IT access risk level determination only. See NPR 1600.1,

Chapter 4.

(2) Guidance for selecting the appropriate level of screening is based on the risk of a

verse impact to NASA

missions. NASA defines three levels of risk for which screening is required (IT-1 has the highest level of risk).

(i) IT-1 -- Individuals having privileged access or limited privileged access to
cause very serious adverse impact to NASA missions. These systems include, for exam
commands directly modifying the behavior of spacecraft, satellites or aircraft.

(ii) IT-2 -- Individuals having privileged access or limited privileged access to §
cause serious adverse impact to NASA missions. These systems include, for example, tH
commands directly modifying the behavior of payloads on spacecraft, satellites or aircra
primary copy of “level 1" information whose cost to replace exceeds one million dollars

(iii) IT-3 -- Individuals having privileged access or limited privileged access to
cause significant adverse impact to NASA missions. These systcmsjgclude, for exampl
with a NASA network in a way that exceeds access by the general public, such as bypasj
operated by the Contractor for NASA whose function or information has substantial cost
systems are not interconnected with a NASA network.

(3) Screening for individuals shall employ forms appropriate for the level of risk as {
NPR 1600.1.

(4) The Contractor may conduct its own screening of individuals requiring privilege
privileged access provided the Contractor can demonstrate to the Contracting Officer th
Contractor are equivalent to NASA's personnel screening procedures for the risk level a

(5) Subject to approval of the Contracting Officer, the Contractor may forgo screenin
for those individuals who have proof of a --

(i) Current or recent national security clearances (within last three years);
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(ii) Screening conducted by NASA within the last three years that meets or exces
requirements of the IT position; or

tds the screening

(iii) Screening conducted by the Contractor, within the last three years, that is eqlluvalent to the NASA

personnel screening procedures as approved by the Contracting Officer and concurred o

by the CCS.

(d) The Contracting Officer may waive the requirements of paragraphs (b) and (c)(1) through (c)(3) upon request
of the Contractor. The Contractor shall provide all relevant information requested by th¢ Contracting Officer to

support the waiver request.

(¢) The Contractor shall contact the Contracting Officer for any documents, informatign, or forms necessary to

comply with the requirements of this clause.

(f) The Contractor shall insert this clause, including this paragraph (f), in all subcontracts when the subcontractor

is required to —
(1) Have physical or electronic access to NASA's computer systems, networks, or ITj

infrastructure; or

(2) Use information systems to generate, store, or exchange data with NASA or on bghalf of NASA, regardless

of whether the data resides on a NASA or a contractor’s information system.

(End of clause)
[END OF ADDENDUM 1]
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II. CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR EXECUTIVE

ORDERS--COMMERCIAL ITEMS (52.212-5) (NOV 2006)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (H

in this contract by reference, to implement provisions of law or Executive orders applica
items:
(1) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).
(2) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Pub. L. 1
(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the C

being incorporated in this contract by reference to implement provisions of law or Execu

of commercial items:

_X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 20

(41 U.S.C. 253g and 10 U.S.C. 2402).

__(2) 52.219-3, Notice of Total HUBZone Set-Aside (Jan 1999) (15 U.S.C. 657a),

__(3) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Busin
offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a).

___(4) Reserved]

_X_(5)(i) 52.219-6, Notice of Total Small Business Set-Aside (June 2003) (15 U
__(ii) Alternate I (Oct 1995) of 52.219-6.
__ (iii) Alternate IT (Mar 2004) of 52.219-6.

__(6)(i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U,
__ (ii) Alternate I (Oct 1995) of 52.219-7.
__ (iii) Alternate II (Mar 2004) of 52.219-7.

_X_ (7) 52.219-8, Utilization of Small Business Concerns (May 2004) (15 U.S.C.

__(8)(i) 52.219-9, Small Business Subcontracting Plan (Sept 2006) (15 U.S.C. 6]

__(ii) Alternate I (Oct 2001) of 52.219-9.
__ (iii) Alternate II (Oct 2001) of 52.219-9.
_X_(9) 52.219-14, Limitations on Subcontracting (Dec 1996) (15 U.S.C. 637(a)(
__(10)(i) 52.219-23, Notice of Price Evaluation Adjustment fbr Small Disadvant;
(10 U.S.C. 2323) (if the offeror elects to waive the adjustment, it shall so indicate in its
__(ii) Alternate I (June 2003) of 52.219-23.
__(11) 52.219-25, Small Disadvantaged Business Participation Program—Disady
(Oct 1999) (Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).
__(12) 52.219-26, Small Disadvantaged Business Participation Program—Incent
(Pub. L. 103-3535, section 7102, and 10 U.S.C. 2323).
__(13) 52.219-27, Notice of Total Service-Disabled Veteran-Owned Small Busin
__(14) 52.222-3, Convict Labor (June 2003) (E.O. 11755). ‘ ‘
__(15) 52.222-19, Child Labor—Cooperation with Authoriti@L and Remedies (Ja
_X_ (16) 52.222-21, Prohibition of Segregated Facilities (Feb ‘1999).
_X_(17) 52.222-26, Equal Opportunity (Apr 2002) (E.O. 11246).

AR) clauses, which are incorporated
ble to acquisitions of commercial

08-77, 108-78)
ontracting Officer has indicated as
tive orders applicable to acquisitions

06), with Alternate I (Oct 1995)

sss Concerns (JULY 2005) (if the

S.C. 644).

S.C. 644).

637(d)(2) and (3)).
7(d)(4).

4)).

aged Business Concerns (SEPT 2005)
vffer).

antaged Status and Reporting

ve Subcontracting (Oct 2000)

ess Set-Aside (May 2004).

h 2006) (E.O. 13126).

_X_ (18) 52.222-35, Equal Opportunity for Special Disabled Veterans, Veterans ¢f the Vietnam Era, and Other Eligible

Veterans (Sept 2006) (38 U.S.C. 4212).
_X_ (19) 52.222-36, Affirmative Action for Workers with Disabilities (Jun 1998)

(29 U.S.C. 793).

_X_ (20) 52.222-37, Employment Reports on Special Disabled Veterans, Veterans of the Vietnam Era, and Other

Eligible Veterans (Sept 2006) (38 U.S.C. 4212).
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_X_ (21) 52.222-39, Notification of Employee Rights Concerning Payment of Uni
(E.O. 13201).
__(22)() 52.223-9, Estimate of Percentage of Recovered Material Content for EH
(42 U.S.C. 6962(c)(3)(A)(i)).
__ (i) Alternate I (Aug 2000) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)).
__(23) 52.225-1, Buy American Act—Supplies (June 2003) (41 U.S.C. 10a-10d).
(24)(i) 52.225-3, Buy American Act—Free Trade Agreements—Israeli Trade Act
U.S.C. 3301 note, 19 U.S.C. 2112 note, Pub. L 108-77, 108-78, 108-286, 109-53 and 10
__ (ii) Alternate I (Jan 2004) of 52.225-3.
__ (iii) Alternate IT (Jan 2004) of 52.225-3.
_X_ (25) 52.225-5, Trade Agreements (Nov 2006) (19 U.S.C. 2501, et seq., 19 U.§
_X_(26) 52.225-13, Restrictions on Certain Foreign Purchases (Feb 2006) (E.o.s,

administered by the Office of Foreign Assets Control of the Department of the Treasury),

__(27) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (42 U.S.C. 515
__(28) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency A

on Dues or Fees (Dec 2004)

A-Designated Products (Aug 2000)

Nov 2006) (41 U.S.C. 10a-10d, 19
P-169).

5.C. 3301 note).
proclamations, and statutes

0).
irea (42 U.S.C. 5150).

__(29) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 255(f),

10 U.S.C. 2307(f)).
__(30) 52.232-30, Installment Payments for Commercial Items (Oct 1995) (41 U.
__(31) 52.232-33, Payment by Electronic Funds Transfer—Central Contractor Re

(31 U.S.C. 3332).

_X_ (32) 52.232-34, Payment by Electronic Funds Transfer—Other than Central C

(31 U.S.C. 3332).

__(33) 52.232-36, Payment by Third Party (May 1999) (31 U.S.C. 3332).
__(34) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

5.C. 255(f), 10 U.S.C. 2307(f)).
pistration (Oct 2003)

ontractor Registration (May 1999)

__(35)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006)

(46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631).
__(ii) Alternate I (Apr 2003) of 52.247-64.
(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicabl
Contracting Officer has indicated as being incorporated in this contract by reference to ix
Executive orders applicable to acquisitions of commercial items:
__ (1) 52.222-41, Service Contract Act of 1965, as Amended (July 2005) (41 U.S.4
_(2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 1989) (29
et seq.).
__(3) 52.222-43, Fair Labor Standards Act and Service Contract Act—Price Adju

Contracts) (Nov 2006) (29 U.S.C. 206 and 41 U.S.C. 351, ef seq.).

e to commercial services, that the
nplement provisions of law or

C. 351, et seq.).
U.S.C. 206 and 41 U.S.C. 351,

stment (Multiple Year and Option

__(4) 52.222-44, Fair Labor Standards Act and Service Contra¢ct Act—Price Adjustment (Feb 2002) (29 U.S.C. 206

and 41 U.S.C. 351, et seq.).
(d) Comptroller General Examination of Record. The Contractor shall comply with t

he provisions of this paragraph (d) if

this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, and does not

contain the clause at 52.215-2, Audit and Records—Negotiation. !
(1) The Comptroller General of the United States, or an authorized representative g
have access to and right to examine any of the Contractor’s directly pFrtinent records inv|
contract. :
(2) The Contractor shall make available at its offices at all reasépnable times the rec|
for examination, audit, or reproduction, until 3 years after final paymént under this contr
specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this

f the Comptroller General, shall
plving transactions related to this

bords, materials, and other evidence
nct or for any shorter period
tontract. If this contract is

completely or partially terminated, the records relating to the work terminated shall be made available for 3 years after any
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resulting final termination settlement. Records relating to appeals under the disputes clapse or to litigation or the settlement
of claims arising under or relating to this contract shall be made available until such appgals, litigation, or claims are finally
resolved. :
(3) As used in this clause, records include books, documents, accounting procedures and practices, and other data,
regardless of type and regardless of form. This does not require the Contractor to create pr maintain any record that the
Contractor does not maintain in the ordinary course of business or pursuant to a provisign of law.

(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (¢), (d) of this clause, the Contractor is
not required to flow down any FAR clause, other than those in paragraphs (i) through (v}i) of this paragraph in a subcontract
for commercial items. Unless otherwise indicated below, the extent of the flow down shall be as required by the clause—

(i) 52.219-8, Utilization of Small Business Concerns (May 2004) (15 U.8.C. 637(d)(2) and (3)), in all subcontracts
that offer further subcontracting opportunities. If the subcontract (except subcontracts to{small business concerns) exceeds
$550,000 ($1,000,000 for construction of any public facility), the subcontractor must inglude 52.219-8 in lower tier
subcontracts that offer subcontracting opportunities.

(ii) 52.222-26, Equal Opportunity (Apr 2002) (E.O. 11246).

(iii) 52.222-35, Equal Opportunity for Special Disabled Veterans, Veterans of the Vietnam Era, and Other Eligible
Veterans (Sept 2006) (38 U.S.C. 4212).

(iv) 52.222-36, Affirmative Action for Workers with Dlsabllmes (June 1998) (29 US.C. 793).

(v) 52.222-39, Notification of Employee Rights Concerning Payment of Union |[Dues or Fees (Dec 2004)

(E.O. 13201).
(vi) 52.222-41, Service Contract Act of 1965, as Amended (July 2005), ?ﬂow dgwn required for all subcontracts

subject to the Service Contract Act of 1965 (41 U.S.C. 351, et seq.).
(vii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessel§ (Feb 2006) (46 U.S.C.
Appx. 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with pamgraph (d) of FAR clause 52.247-64.
(2) While not required, the contractor may include in its subcontracts for commerdial items a minimal number of

additional clauses necessary to satisfy its contractual obligations.

(End of clause)
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ADDENDUM 2 - LIST OF DOCUMENTS, EXHIBITS, AND OTHER ATTACHMENTS

LIST OF ATTACHMENTS
The following attachments constitute part of this contract:
Attachment Description
A TECHNICAL SPECIFICATIONS
B LIST OF DELIVERABLES
C STATEMENT OF WORK
D CONTRACTOR/GOVERNMENT COMMUNICATIONS REQUIREMENTS
B RESERVED
F PRICING EXHIBITS (CAN BE FOUND ON URL: wa.nasa.gov/cgi-
bin/socs.pl?’ACTION=RFI)
G ‘ IT SECURITY PLAN AND ASSESS iNT PLANS (To be|provided)
‘ (End of clause)

[END OF ADDENDUM 2]
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